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Research institutions play a crucial role in safeguarding national security by protecting confidential 
data, intellectual property, and classified materials from foreign threats. Institutions must also keep 
their faculty and students apprised of new disclosure and training requirements mandated by the 
federal government.  
 
This resource document identifies key terms; effective practices proposed by institutions and 
government and non-government entities; links to various government and non-government entity 
lists, and topical analysis and proposed policy recommendations in several key areas. 
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Key Terms and Background Information 
 

Export Controls: seek to control access to specific types of technology and the associated data and 
services. A deemed export is the export or release of information about a “controlled technology” to a 
foreign national in the U.S. or abroad for which a government export license is required. 

Many universities have designated staff such as security officers and/or export control officers to 
comply with the export control laws and regulations. Three government organizations have jurisdiction 
for enforcement of export controls:  

• Bureau of Industry and Security, U.S. Department of Commerce - oversees the Export 
Administration Regulations (EAR) which control dual-use technology on the Commerce Control 
List (CCL).  

• Directorate of Defense Trade Controls, U.S. Department of State – oversees the International 
Traffic in Arms Regulations (ITAR) which controls items designed and developed for military use 
on the U.S. Munitions List.   

• Office of Foreign Assets Controls in the Department of Treasury controls interactions with 
nations in which the U.S. has trade embargos, e.g. Cuba, Iran, Syria, North Korea, Myanmar and 
Sudan. 

• More: Export Controls: ITAR and EAR 

Fundamental Research Exclusion: Excludes most campus-based research at U.S. universities from export 
controls. Applies to: unrestricted publicly available technology and software arising during or resulting 
from fundamental research undertaken at U.S. universities where the resulting information is ordinarily 
published and shared broadly.   
 
Deemed Exports: Deemed exports was added to the export regulations in 1994 and is the export or 
release of information about a “controlled technology” to a foreign national in the U.S. or abroad for 
which a government export license is required. Defines “Technology” as specific information necessary 
for the “development”, “production”, or “use” of a product.  
 
National Security Directive (NSDD) 189: Issued in 1985 by the Reagan Administration and reaffirmed in 
November 2001 by then-National Security Advisor Condoleezza Rice, established a “fundamental 
research” classification as the appropriate means for protecting national security while encouraging 
necessary research. Declared fundamental research should “to the maximum extent possible” remain 
unrestricted.  
 

• More: Secretary Condoleezza Rice’s 2001 reaffirmation of NSDD-189 
 

Controlled Unclassified Research (CUI): Established by Executive Order 13556, the Controlled 
Unclassified Information (CUI) program standardizes the way the Executive branch handles unclassified 
information that requires safeguarding or dissemination controls pursuant to and consistent with law, 
regulations, and Government-wide policies. 

• More: CUI Categories; Official CUI Policy Documents; Additional Background Documents 

https://www.cogr.edu/sites/default/files/COGR_Brochure_-_Export_Controls_and_Universities_-_Information_and_Case_Studies.pdf
https://sites.nationalacademies.org/cs/groups/pgasite/documents/webpage/pga_055551.pdf
https://www.bis.doc.gov/index.php/policy-guidance/deemed-exports/deemed-exports-faqs
https://fas.org/irp/offdocs/nsdd/nsdd-189.htm
https://fas.org/sgp/bush/cr110101.html
https://www.archives.gov/cui/about
https://www.archives.gov/cui/registry/category-list
https://fas.org/sgp/cui/index.html
https://fas.org/blogs/secrecy/2017/10/cui-bumpy/
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Dual Use Research of Concern (DURC): Life sciences research that, based on current understanding, can 
be reasonably anticipated to provide knowledge, information, products, or technologies that could be 
directly misapplied to pose a significant threat with broad potential consequences to public health and 
safety, agricultural crops and other plants, animals, the environment, materiel, or national security.  
 
2010 DOD Memo on Fundamental Research Policy: Signed by then Under Secretary of Defense Ashton 
Carter, provides clarifying guidance and reinforces earlier guidance, to ensure DOD will not restrict 
disclosure of the results of fundamental research, unless such research efforts are classified for reasons 
of national security or as otherwise required by applicable federal statutes, regulations, or executive 
orders. 
 
Classified Research and Information, Presidential Executive Order 13526: 2009 Executive Order signed 
by President Obama that prescribes a uniform system for classifying, safeguarding, and declassifying 
national security information, including information relating to defense against transnational terrorism. 
 
Research Integrity: The adherence to the professional values, principles, and best practices that 
underpin our research communities. It forms the base on which to collaborate in a fair, innovative, 
open, and trusted research environment. 

• More: G7 Common Values and Principles on Research Security and Research Integrity 
 
Research Security: Involves the actions that protect our research communities from actors and 
behaviors that pose economic, strategic, and/or national and international security risks. 
Particularly relevant are the risks of undue influence, interference, or misappropriation of 
research; the outright theft of ideas, research outcomes, and intellectual property by states, 
militaries, and their proxies, as well as by non-state actors and organized criminal activity; and 
other activities and behaviors that have adverse economic, strategic, and/or national security 
implications. 

• More: G7 Common Values and Principles on Research Security and Research Integrity 
 

Effective Practices  

Institutional Effective Practices 
• “Effective Practices Summary,” AAU and APLU, updated May 2020 
• “Framework for Review of Individual Global Engagements in Academic Research,” COGR, 

January 2020 
• “Global Engagement: Rethinking Risk in the Research Enterprise,” The Hoover Institution, July 

2020 
• “University Engagement with China: An MIT Approach,” MIT China Strategy Group, November 

2022 
• “Guidance on Leading Institutional Practices to Safeguard Research,” U15 Canada, June 2023 

 
 

https://osp.od.nih.gov/biotechnology/dual-use-research-of-concern/
https://research.uci.edu/policy-library/export-control-policies/govt-fundamental-research-policy
https://www.archives.gov/isoo/policy-documents/cnsi-eo.html
https://www.bmbf.de/SharedDocs/Downloads/de/2022/220812-g7-sigre-paper.pdf?__blob=publicationFile&v=2
https://www.bmbf.de/SharedDocs/Downloads/de/2022/220812-g7-sigre-paper.pdf?__blob=publicationFile&v=2
https://www.bmbf.de/SharedDocs/Downloads/de/2022/220812-g7-sigre-paper.pdf?__blob=publicationFile&v=2
https://www.bmbf.de/SharedDocs/Downloads/de/2022/220812-g7-sigre-paper.pdf?__blob=publicationFile&v=2
https://www.aau.edu/key-issues/actions-taken-universities-address-science-and-security-concerns
https://www.cogr.edu/sites/default/files/COGR%20Framework%20Formatted%2001142020.pdf
https://www.hoover.org/global-engagement-rethinking-risk-research-enterprise
https://orgchart.mit.edu/sites/default/files/reports/20221116-AssociateProvost-University-Engagement-with-China-final.pdf
https://u15.ca/publications/statements-releases/u15-canada-provides-guidance-on-leading-institutional-practices-to-safeguard-research/
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Government Resources 

• "University and Federal Actions Taken to Address Research Security Issues,” AAU, January 2024 
• “Best Practices to Protect Privacy, Civil Liberties, and Civil Rights of Americans of Chinese 

Descent in the Conduct of U.S. Intelligence Activities,” ODNI, May 2022 
• “Integrity and Security in the Global Research Ecosystem,” OECD Directorate for Science, 

Technology and Innovation, June 2022  
• “Safeguarding Science Toolkit,” ODNI, November 2022 
• “How to Avoid Immigration-Related Discrimination When Complying with U.S. Export Control 

Laws,” DOJ Civil Rights Division, April 2023 
• “G7 Best Practices for Secure & Open Research,” Security and Integrity of the Global Research 

Ecosystem (SIGRE) Working Group, May 2023 
• “Safeguarding International Science: Research Security Framework,” NIST, August 2023 

 

Additional Resources and Historical Documents 
• “NASEM Beyond 'Fortress America' Report,” NASEM, 2009 
• “Condoleezza Rice Letter on NSDD-189,” September 2001    
• “NSDD-189 – National Security Decision Directive 189,” FAS, September 1985 
• “The Corson Report,” National Academy of Sciences, 1982 

 

Entity Lists 

Government Lists 
• DOD Section 1286 List 
• BIS Lists of Parties of Concern (Denied Persons, Entity, Unverified, Military End User, and 

Consolidated Screening) 
• OFAC Sanctions Lists 

 
Others Lists 

• Defence Universities Tracker, Australian Strategic Policy Institute (ASPI), November 2019 
• Chinese Talent Program Tracker, Center for Security and Emerging Technology (CSET), November 

2020 
• Named Research Organizations; Sensitive Technology Research Areas, Government of Canada, 

January 2024 
 

Topical Analysis & Proposed Policy Recommendations 
 
Anti-Asian Bias/Discrimination 
Analysis 

• “Caught in the Crossfire: Fears of Chinese-American Scientists,” Asian American Scholar Forum, 
September 2022 

 
 

https://www.aau.edu/key-issues/university-and-federal-actions-taken-address-research-security-issues
https://www.dni.gov/files/CLPT/documents/ODNI_Report_on_Best_Practices_to_Protect_Privacy_Civil_Liberties_and_Civil_Rights_of_Americans_of_Chinese_Descent_in_ConductOof_US_Intelligence_Activities_May_2022.pdf
https://www.dni.gov/files/CLPT/documents/ODNI_Report_on_Best_Practices_to_Protect_Privacy_Civil_Liberties_and_Civil_Rights_of_Americans_of_Chinese_Descent_in_ConductOof_US_Intelligence_Activities_May_2022.pdf
https://www.oecd-ilibrary.org/docserver/1c416f43-en.pdf?expires=1713810530&id=id&accname=guest&checksum=83B550EEDBB060C73C3310FE5652FCEE
https://www.dni.gov/index.php/safeguarding-science
https://www.justice.gov/crt/page/file/1579981/download
https://www.justice.gov/crt/page/file/1579981/download
https://www8.cao.go.jp/cstp/kokusaiteki/g7_2023/2023_bestpracticepaper.pdf
https://www.nist.gov/publications/safeguarding-international-science-research-security-framework
https://nap.nationalacademies.org/catalog/12567/beyond-fortress-america-national-security-controls-on-science-and-technology
https://sgp.fas.org/bush/cr110101.html
https://irp.fas.org/offdocs/nsdd/nsdd-189.htm
https://nap.nationalacademies.org/read/253/chapter/1
https://media.defense.gov/2023/Jun/29/2003251160/-1/-1/1/COUNTERING-UNWANTED-INFLUENCE-IN-DEPARTMENT-FUNDED-RESEARCH-AT-INSTITUTIONS-OF-HIGHER-EDUCATION.PDF#page=18
https://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-concern
https://ofac.treasury.gov/specially-designated-nationals-and-blocked-persons-list-sdn-human-readable-lists
https://unitracker.aspi.org.au/
https://cset.georgetown.edu/research/chinese-talent-program-tracker/
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/named-research-organizations
https://science.gc.ca/site/science/en/safeguarding-your-research/guidelines-and-tools-implement-research-security/sensitive-technology-research-areas
https://aasforum.org/2022/09/23/caught-in-the-crossfire-fears-of-chinese-american-scientists/
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Competition with China 
Policy Recommendations 

• “Proposal to Reset Economic Relationship with The People's Republic of China,” House Select 
Committee on Strategic Competition Between the United State and the Chinese Communist 
Party, December 2023  

• “2023 Annual Report to Congress,” U.S.-China Economic and Security Review Commission, 
November 2023 

• “Meeting the China Challenge: A New American Strategy for Technology Competition,” Working 
Group on Science and Technology in U.S.-China Relations, November 2020 

 
Confucius Institutes 
Analysis 

• “China’s Impact on U.S. Higher Education,” Senate Homeland Security and Government Affairs 
Committee, Permanent Subcommittee on Investigations, February 2019 

• “The Middle Kingdom Meets Higher Education: How U.S. Universities Support China’s Military-
Industrial Complex,” Foundation for Defense of Democracies, December 2021 

• “After Confucius Institutes: China’s Enduring Influence on American Higher Education,” National 
Association of Scholars, June 2022 

• “China: With Nearly All U.S. Confucius Institutes Closed, Some Schools Sought Alternative 
Language Support,” Government Accountability Office, October 2023 

 
Policy Recommendations 

• “New Report Proposes Criteria the Department of Defense Could Use to Determine Whether a 
College or University that Hosts a Confucius Institute May Receive DOD Funding,” NASEM 
Committee on Confucius Institutes at U.S. Institutions of Higher Education, January 2023 

• “Foreign-Funded Language and Culture Institutes at U.S. Institutions of Higher 
Education,” NASEM Committee on Confucius Institutes at U.S. Institutions of Higher Education, 
June 2023 

 
Export Controls & Critical and Emerging Technologies 
Analysis 

• “Export Controls: Enforcement Agencies Should Better Leverage Information to Target Efforts 
Involving U.S. Universities,” Government Accountability Office, June 2022 

• “Seven Critical Technologies for Winning the Next War,” Center for Strategic and International 
Studies, April 2023 

• “Critical Technologies Tracker,” Australian Strategic Policy Institute (ASPI), September 2023 
 
Policy Recommendations 

• “Protecting U.S. Technological Advantage,” NASEM Committee on Protecting Critical 
Technologies for National Security in an Era of Openness and Competition, September 2022 

• “McCaul Releases 90-Day Review Report of Commerce Department’s BIS,” House Foreign Affairs 
Committee, December 2023 

 
 

https://selectcommitteeontheccp.house.gov/media/press-releases/select-committee-adopts-proposal-reset-economic-relationship-peoples-republic
https://www.uscc.gov/annual-report/2023-annual-report-congress
https://china.ucsd.edu/_files/meeting-the-china-challenge_2020_report.pdf
https://www.hsgac.senate.gov/wp-content/uploads/imo/media/doc/PSI%20Report%20China's%20Impact%20on%20the%20US%20Education%20System.pdf
https://www.fdd.org/analysis/2021/12/09/the-middle-kingdom-meets-higher-education/
https://www.fdd.org/analysis/2021/12/09/the-middle-kingdom-meets-higher-education/
https://www.nas.org/reports/after-confucius-institutes
https://www.gao.gov/products/gao-24-105981
https://www.gao.gov/products/gao-24-105981
https://www.nationalacademies.org/news/2023/01/new-report-proposes-criteria-the-department-of-defense-could-use-to-determine-whether-a-college-or-university-that-hosts-a-confucius-institute-may-receive-dod-funding
https://www.nationalacademies.org/news/2023/01/new-report-proposes-criteria-the-department-of-defense-could-use-to-determine-whether-a-college-or-university-that-hosts-a-confucius-institute-may-receive-dod-funding
https://nap.nationalacademies.org/catalog/27065/foreign-funded-language-and-culture-institutes-at-us-institutions-of-higher-education
https://nap.nationalacademies.org/catalog/27065/foreign-funded-language-and-culture-institutes-at-us-institutions-of-higher-education
https://www.gao.gov/products/gao-22-105727
https://www.gao.gov/products/gao-22-105727
https://csis-website-prod.s3.amazonaws.com/s3fs-public/2023-04/230418_Harding_Seven_Technologies.pdf
https://techtracker.aspi.org.au/
https://www.nationalacademies.org/news/2022/09/maintaining-u-s-global-leadership-in-science-and-technology-requires-greater-focus-on-strengthening-innovation-not-solely-on-restricting-access-to-specific-technologies
https://foreignaffairs.house.gov/press-release/mccaul-releases-90-day-review-report-of-commerce-departments-bis/
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International STEM Talent 
Analysis 

• “China is Fast Outpacing U.S. STEM PhD Growth,” Center for Security and Emerging Technology 
(CSET), August 2021 

• “STEM Immigration is Critical to American National Security,” Institute for Progress, March 2022 
• “Characterizing the Loss of Talent from the U.S. STEM Ecosystem,” Science & Technology Policy 

Institute (STPI), February 2024 
 
Policy Recommendations 

• “National Defense Education and Innovation Initiative (NDEII),” AAU Report on Meeting 
America’s Economic and Security Challenges in the 21st Century, 2006 

• “International Students and American Competitiveness,” AAU-Business Roundtable, November 
2022 

 
Agency Risk Assessment & Mitigation 
Analysis 

• “Threats to the U.S. Research Enterprise: China’s Talent Recruitment Programs,” Senate 
Homeland Security and Government Affairs Committee, Permanent Subcommittee on 
Investigations, November 2019 

• “Small Business Research Programs: Agencies are Implementing Programs to Manage Foreign 
Risks and Plan Further Refinement,” Government Accountability Office, November 2023 

• “Safeguarding the Research Enterprise,” JASON Report, March 2024 
 
Policy Recommendations 

• “Agencies Need to Enhance Policies to Address Foreign Influence,” Government Accountability 
Office, December 2020 

• “Agency Actions Needed to Address Foreign Influence,” Government Accountability Office, 
October 5, 2021 

• “NIH Could Take Additional Actions to Manage Risks involving Foreign Subrecipients,” 
Government Accountability Office, June 2023 

• “National Institute of Standards and Technology: Strengthening Disclosure Requirements and 
Assessing Training Could Improve Research Security,” Government Accountability Office, 
December 2023 

• “Strengthening Interagency Collaboration Could Help Agencies Safeguard Federal Funding from 
Foreign Threats,” Government Accountability Office, January 2024 

 
Foreign Donations & Section 117 
Analysis 

• “Report on Institutional Compliance with Section 117 of the Higher Education Act of 1965,” U.S. 
Department of Education, Office of the General Counsel, October 2020 

•  “The Corruption of the American Mind: How Concealed Foreign Funding of U.S. Higher 
Education Predicts Erosion of Democratic Values and Antisemitic Incidents on Campus,” 
Network Contagion Research Institute, November 2023 
 

https://cset.georgetown.edu/publication/china-is-fast-outpacing-u-s-stem-phd-growth/
https://progress.institute/stem-immigration-is-critical-to-american-national-security/
https://www.ida.org/research-and-publications/publications/all/c/ch/characterizing-the-loss-of-talent-from-the-us-stem-ecosystem
https://www.aau.edu/sites/default/files/AAU-Files/Key-Issues/Innovation-Competitiveness/Report-NDEII.pdf
https://www.aau.edu/key-issues/international-students-and-american-competitiveness
https://www.hsgac.senate.gov/wp-content/uploads/imo/media/doc/PSI%20Report%20China's%20Impact%20on%20the%20US%20Education%20System.pdf
https://www.gao.gov/products/gao-24-106400
https://www.gao.gov/products/gao-24-106400
https://nsf-gov-resources.nsf.gov/files/JSR-23-12-Safeguarding-the-Research-Enterprise-Final.pdf
https://www.gao.gov/products/GAO-21-130
https://www.gao.gov/assets/720/716985.pdf
https://www.gao.gov/products/gao-23-106119
https://www.gao.gov/products/gao-24-106074
https://www.gao.gov/products/gao-24-106074
https://www.gao.gov/products/gao-24-106227
https://www.gao.gov/products/gao-24-106227
https://www2.ed.gov/policy/highered/leg/institutional-compliance-section-117.pdf
https://networkcontagion.us/reports/11-6-23-the-corruption-of-the-american-mind/
https://networkcontagion.us/reports/11-6-23-the-corruption-of-the-american-mind/
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• “The Ongoing Failure to Report: Yale University, Qatar, and Undisclosed Foreign Funding,” The 
Institute for the Study of Global Antisemitism and Policy, December 2023 

 
Transnational Repression 
Analysis 

• “Free to Think: Report of the Scholars at Risk Academic Freedom Monitoring Project,” Scholars 
at Risk, December 2021 

• “In the Shadows of Authoritarianism: Egyptian and Saudi Transnational Repression in the U.S.,” 
The Freedom Initiative, 2023  

 
Policy Recommendations 

• “Addressing Transnational Repression on Campuses in the United States,” Freedom House, 
January 2024 

• “On My Campus, I Am Afraid: CHINA’S TARGETING OF OVERSEAS STUDENTS STIFLES RIGHTS,” 
Amnesty International, May 2024 

• “HSAPC Foreign Malign Influence in Higher Education Subcommittee Final Report,” DHS, June 
2024 

 
 

https://isgap.org/wp-content/uploads/2023/11/Ongoing_Failure_Report_Yale.pdf
https://www.scholarsatrisk.org/wp-content/uploads/2021/12/Scholars-at-Risk-Free-to-Think-2021.pdf
https://thefreedomi.org/wp-content/uploads/2023/04/Transnational-Repression-Report-Single-Pages.pdf
https://freedomhouse.org/report/transnational-repression
https://www.amnesty.org/es/wp-content/uploads/2024/05/ASA1780062024ENGLISH.pdf
https://www.dhs.gov/sites/default/files/2024-06/24_0612_hsapc_fmi_subcommittee_report.pdf

